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7RZDUGVWKH&\EHU6HFXULW\3DUDGLJPRIH+HDOWK
5HVLOLHQFHDQG'HVLJQ$VSHFWV
-\UL5DMDPlNLDDQG5DXQR3LULQHQE
5HVHDUFK'HYHORSPHQWDQG,QQRYDWLRQV/DXUHD8QLYHUVLW\RI$SSOLHG6FLHQFHV(VSRR)LQODQG
)DFXOW\RI,QIRUPDWLRQ7HFKQRORJ\8QLYHUVLW\RI-\YlVN\Ol-\YlVN\Ol)LQODQG
)DFDOW\RI0DQDJHPHQW1DWLRQDO'HIHQFH8QLYHUVLW\+HOVLQNL)LQODQG

D&RUUHVSRQGLQJDXWKRUM\ULUDMDPDNL#ODXUHDIL
EUDXQRSLULQHQ#ODXUHDIL
$EVWUDFW'LJLWDOWHFKQRORJLHVKDYHVLJQLILFDQWO\FKDQJHGWKHUROHRIKHDOWKFDUHFOLHQWVLQVHHNLQJDQGUHFHLYLQJPHGLFDO
KHOSDVZHOODVEURXJKWXSPRUHFRRSHUDWLYHSROLF\LVVXHVLQKHDOWKFDUHFURVVERUGHUVHUYLFHV&LWL]HQVFRQWLQXHWRWDNHD
PRUH FRFUHDWLYH UROH LQ GHFLVLRQV DERXW WKHLU RZQ KHDOWKFDUH DQG QHZ WHFKQRORJLHV FDQ HQDEOH DQG IDFLOLWDWH WKLV
HPHUJHQWWUHQG,QWKLVVWXG\KHDOWKFDUHVHUYLFHVKDYHEHHQLQWHQGHGDVDFULWLFDOVRFLHWDOVHFWRUDQGWKHUHIRUHKHDOWKFDUH
V\VWHPV DUH IRFXVHG RQ DV FULWLFDO LQIUDVWUXFWXUHV WKDW RXJKW WR EH SURWHFWHG IURP DOO W\SHV RI IHDUV LQFOXGLQJ F\EHU
VHFXULW\WKUHDWVDQGDWWDFNV'HVSLWHFRQWLQXDOSURJUHVVLQWKHV\VWHPLFULVNPDQDJHPHQWRIF\EHUGRPDLQLWLVFOHDUWKDW
DQWLFLSDWLRQDQGSUHYHQWLRQRIDOOSRVVLEOHW\SHVRIDWWDFNDQGPDOIXQFWLRQDUHQRWDFKLHYDEOHIRUFXUUHQWRUIXWXUHF\EHU
LQIUDVWUXFWXUHV 7KLV VWXG\ IRFXVHV RQ WKH LQYHVWLJDWLRQ RI D F\EHU VHFXULW\ SDUDGLJP DGDSWLYH V\VWHPV DQG VHQVH RI
UHVLOLHQFHLQDKHDOWKFDUHFULWLFDOLQIRUPDWLRQLQIUDVWUXFWXUH
,1752'8&7,21
7KH LQWHQW RI WKLV VWXG\ LV WKDW GLJLWDO KHDOWKFDUH VHUYLFHV ODWHU H+HDOWK KDYH EHHQ UHFRJQL]HG DV D FULWLFDO
VRFLHWDO VHFWRU DQG WKHUHIRUH H+HDOWK V\VWHPV DUH FRQVLGHUHG KHUH DV DQ LQVWDQFH RI FULWLFDO LQIUDVWUXFWXUHV WKDW
VKRXOG EH SURWHFWHG IURP DOO W\SHV RI WKUHDWV LQFOXGLQJ VXFK DV F\EHU VHFXULW\ DWWDFNV DQG PDOIXQFWLRQV ,Q WKH
HQYLURQPHQW RI VWXG\ WKH F\EHU VHFXULW\SDUDGLJPRI H+HDOWK LV XQGHUVWRRG DV RQHRI WKH FULWLFDO HQWLWLHV IRU WKH
QDWLRQDQGWKHZHOOEHLQJRIFLWL]HQV2QHIXQGDPHQWDOHOHPHQWRIWKLVVWXG\LVWKDWH+HDOWKVHFXULW\FKDOOHQJHVDUH
HTXDO WR DOO FULWLFDO LQIRUPDWLRQ LQIUDVWUXFWXUH SURWHFWLRQ VXEMHFWV WKHPDLQ FRPSOLFDWLRQ RI ZKLFK LV WKH ODFN RI
DGDSWLYHV\VWHPVDQGUHVLOLHQFHW\SLFDOO\ORVLQJHVVHQWLDOIXQFWLRQDOLW\LQSUDFWLFH
,QWKLVVWXG\WKHWHUP³UHVLOLHQFH´LVDSSURDFKHGDVPDQQHUVWRHQKDQFHWKHFDSDELOLW\RQDOOOHYHOVRIDFWLYLWLHV
WR FUHDWH LQIRUPDWLRQ SURFHVVHV WKDW DUH UREXVW \HW IOH[LEOH WR PRQLWRU DQG UHYLVH ULVNV DQG WR XVH UHVRXUFHV
SURDFWLYHO\ LQ WKH IDFHRI GLVUXSWLRQVRU SUHVVXUHV RI RQJRLQJDFWLYLWLHV VXFK DV H+HDOWK VHUYLFH OHDUQLQJ IUDPHV
FRQWUROSURGXFWLRQWUDGHRUHQJLQHHULQJ,QRXUF\EHUYLHZUHVLOLHQFHFDQEHVHHQDVDQDELOLW\WRUHFRYHUIURPRU
EXLOGQHZSRVLWLRQ WRPLVIRUWXQHRU DGDSWLRQRI QHFHVVDU\ DGDSWLYH FKDQJH UHVLOLHQFH FDQ DOVREH DSSURDFKHGE\
ZD\ RI IRXU DELOLWLHV  WR SODQ DQG SUHSDUH  DEVRUE GLVWXUEDQFH  UHFRYHU IURP DQG  DGDSW WR NQRZQ RU
XQNQRZQWKUHDWV7KHQLQWKLVYLHZDVF\EHUVHFXULW\SDUDGLJPRIH+HDOWKWKHVHQVHRI³UHVLOLHQFH´IRFXVHVRQWKH
DELOLW\ RI D V\VWHP FRPPXQLW\ RU VRFLHW\ H[SRVHG WR VHFXULW\ DQG VDIHW\ UHODWHG WKUHDWV WR UHVLVW DEVRUE
DFFRPPRGDWH WR DQG UHFRYHU IURP WKH HIIHFWV RI D WKUHDW LQ D WLPHO\ DQG HIILFLHQWPDQQHU LQFOXGLQJ WKURXJK WKH
DGDSWLRQSUHVHUYDWLRQDQGUHVWRUDWLRQRILWVHVVHQWLDOEDVLFVWUXFWXUHVDQGIXQFWLRQV
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6HFXU
7KHGLJLWDOVHFXULW\RILQIRUPDWLRQ
LQIRUPDWLRQ FRQILGHQWLDOLW\ LQWHJULW\
LQIRUPDWLRQDVVHWVLWLVQHFHVVDU\WRFR
DV EHLQJ SURFHVVHG :KHQ FRQVLGHUL
WHFKQRORJLFDO VROXWLRQV SROLF\UHJXODW
HGXFDWLRQDQGVLWXDWLRQDODZDUHQHVVDV
7KHWKUHHFKDUDFWHULVWLFVRILQIRUPDWLRQ
EDVLVRIDQLQIRUPDWLRQVHFXULW\UHVLOLHQ

),*85(6HF
'LJLWDOVHFXULW\LVJHQHUDOO\XQGHUVW
XQOHVVDOODVSHFWVDUHGHDOWZLWKDGHTX
DFKLHYHGKHQFHWKHFRQWLQXLQJFRQFHU
V\VWHPV DQ RSSRUWXQLW\ WR DFKLHYH EH
V\VWHPVWKURXJKDGGLWLRQDOVHFXULW\IXQ
ILOHVXVHUGHILQHGVWRUDJHDQGUHWULHYDO
HVWDEOLVKLQJ DXGLW WUDLOV DQGRWKHUPHF
PRUH FRPSUHKHQVLYH DSSURDFK WKDQ D
VSHFLILHGH+HDOWKV\VWHP
&XUUHQW
,Q 7KH (XURSHDQ8QLRQ$JH
³6HFXULW\DQG5HVLOLHQFHLQH+HDOWK´>
WKHUHOHYDQWDVVHWVWKDWDUHFRQVLGHUHG
FDQEH VHHQDVDGHVFULSWLRQRI WKH VWD
V\VWHPV ZKLFK DUH WKH VSHFLILF DSSUR
V\VWHPV
$FFRUGLQJ WR WKH(1,6$ WKHPRVW
DUH  V\VWHPV DYDLODELOLW\  ODFN RI
QHWZRUN VHFXULW\  VHFXULW\ H[SHUWLVH
FURVVERUGHULQFLGHQWVDQGLQFLGHQW
/,7(5$785(5(9,(:
LW\DQG3ULYDF\$VSHFWVLQH+HDOWK
LVWUDGLWLRQDOO\H[SUHVVHGLQWHUPVRIPDLQWDLQLQJWKUHHF
DQG DYDLODELOLW\ ,Q DGGUHVVLQJ WKH SURYLVLRQ RI GDWD V
QVLGHUWKHVWDWHRIWKHLQIRUPDWLRQLVLWLQVWRUDJHLQWUD
QJ SRVVLEOH DVSHFWV WR VHFXUH GLJLWDO LQIRUPDWLRQ W
LRQ DQG SUDFWLFHV UHODWHG WR LQIRUPDWLRQ PDQDJHPHQW
YLHZVRIDOOVWDNHKROGHUVLQWKHVHFXULW\LPSOLFDWLRQVRI
WKHWKUHHVWDWHVRILQIRUPDWLRQDQGWKUHHFODVVHVRIVHFX
FHIUDPHH[LVWVFRQIHU>@DQGRXUIXUWKHUHG)LJXUH

XULW\$VSHFWVIRU,QIRUPDWLRQ'LPHQVLRQVPRGLILHGIURP>@

RRGDVDµZHDNHVWOLQN¶SUREOHPVRWKHV\VWHPFDQQRWE
DWHO\DQGZLWKUHJDUG WRH+HDOWKPDQ\SHRSOHFRQVLGH
QVRYHULQIRUPDWLRQSULYDF\>@2QWKHRWKHUKDQGRWKH
WWHU VHFXULW\ DQG SULYDF\ SURWHFWLRQ WKDQ ZKDW LV DYDLO
FWLRQDOLWLHVXVHUDXWKHQWLFDWLRQVDQGDXWKRUL]DWLRQVWKH
VDQGDFFRXQWDELOLW\PHDVXUHVPRQLWRULQJDQGORJJLQJDF
KDQLVPV WR HQDEOH LQIRUPDWLRQ DFFRXQWDELOLW\ >@+RZH
Q DWWHPSW WR DGG RQ WHFKQRORJLFDO VHFXULW\ PHDVXUHV
&\EHU6HFXULW\&KDOOHQJHVLQH+HDOWK
QF\ IRU1HWZRUN DQG ,QIRUPDWLRQ 6HFXULW\ (1,6$ S
@WKDWIRFXVRQH+HDOWKLQIRUPDWLRQV\VWHPVDQGLQIUDVWUX
FULWLFDOERWKIRUWKHVRFLHW\DQGWKHUHOHYDQWVWDNHKROGH
WHRI WKHDUW KRZ(8PHPEHU VWDWHVSHUFHLYHF\EHU VHF
DFKHV WKH\ IROORZ DQG ZKLFK DUH WKH PHDVXUHV WKH\ W
 LPSRUWDQWF\EHU VHFXULW\FKDOOHQJHV LQH+HDOWK LQIUDVWU
 LQWHURSHUDELOLW\  DFFHVV FRQWURO DQG DXWKHQWLFDWLRQ
 DQG DZDUHQHVV  GDWD ORVV  VWDQGDUGL]DWLRQ FRPS
VPDQDJHPHQW
KDUDFWHULVWLFVRIWKH
HFXULW\ VHUYLFHV IRU
QVPLVVLRQRULQXVH
KUHH FODVVHV RFFXU
 DQG WKH IUDPHV RI
SRWHQWLDODFWLYLWLHV
ULW\DVSHFWVIRUPWKH

HFRQVLGHUHGVHFXUH
U WKLVXQOLNHO\ WREH
UVFRQVLGHUH+HDOWK
DEOH LQ SDSHUEDVHG
UHWHQWLRQRIEDFNXS
FHVVWRUHFRUGVDQG
YHU WKHVH UHTXLUH D
WR DQ LQFRPSOHWHO\
XEOLVKHG WKHLU VWXG\
FWXUHVDVZHOODVRQ
UJURXSV7KLVVWXG\
XULW\ LQ WKHLU KHDOWK
DNH WR SURWHFW WKHVH
XFWXUHVDQGV\VWHPV
 GDWD LQWHJULW\ 
OLDQFH DQG WUXVW 
020029-2
6\VWHPV$YDLODELOLW\
6\VWHPV DYDLODELOLW\ LV WKH EDVLF IHDWXUH IRU DFKLHYLQJ FRQWLQXLW\ RI H+HDOWK >@ ,W LV DERXW FRQWLQXRXV
DFFHVVLELOLW\RIFULWLFDOKHDOWKLQIRUPDWLRQE\DXWKRUL]HGSURIHVVLRQDOVLQRUGHUWRHQVXUHWKHEHVWKHDOWKFDUHVHUYLFHV
6\VWHPV DYDLODELOLW\PD\ UHODWH WRSK\VLFDO V\VWHPV HJ QHWZRUNV VWRUDJHRU WKHPDWXULW\ RI EXVLQHVV FRQWLQXLW\
LQIUDVWUXFWXUH SURFHVV LQ SODFH DQG LQWHJUDWLRQ 7KH PRUH GLJLWL]HG WKH KHDOWK VHFWRU EHLQJ WKH PRUH WKH KHDOWK
VHUYLFHVDUHDIIHFWHGE\LQWHUUXSWLRQVLQH+HDOWKLQIUDVWUXFWXUHVHJLIGRFXPHQWDWLRQLPDJLQJODERUDWRU\V\VWHPV
DQGFOLHQWDGPLQLVWUDWLRQV\VWHPVDUHGLJLWL]HGWKHQQHWZRUNDQGLQIRUPDWLRQV\VWHPDYDLODELOLW\LVFULWLFDO
$ YLRODWLRQ RI SURFHVVHV SURWRFROVPD\ OHDG WR WKH LQWHUUXSWLRQ RI VHUYLFHV HJ DQ RSHUDWRUPLJKW FDXVH DQ
LQWHUUXSWLRQE\SURFHHGLQJWRDQXSGDWHZLWKRXWIROORZLQJWKHSURWRFRO,QWKLVFDVHWKHLPSDFWRQWKHFRQWLQXLW\RI
VHUYLFHVFDQEHUHDOO\KLJK$QRWKHUSDUDPHWHUZKLFKPD\DIIHFWEXVLQHVVFRQWLQXLW\LVWKHW\SHRIWKHPRGHOWKDWLV
XVHG LQ H+HDOWK VHUYLFHV ,Q FDVH WKLVPRGHO LV QRW FOLHQWFHQWULF D FOLHQWPD\ HDVLO\ KDYH KXQGUHGV RI VHSDUDWH
RYHUODSSLQJUHFRUGVLQYDULRXVV\VWHPVDQGWKLVOLPLWVWKHDYDLODELOLW\RILQIRUPDWLRQ>@DFRQGLWLRQZKLFKDIIHFWV
FOLHQWVDIHW\DQGOHDGVWRXQQHFHVVDU\GXSOLFDWLRQRIWHVWVDQGLQYHVWLJDWLRQVVRLWLQFUHDVHVWKHFRVWRIWKHVHUYLFHV
>@
/DFNRI,QWHURSHUDELOLW\
H+HDOWK LQIUDVWUXFWXUHV LQFOXGHPDQ\ GLYHUVH V\VWHPV DQG DSSOLFDWLRQV LQWHUFRQQHFWHG DW YDULRXV VFDOHV HJ D
PHGLFDOGHYLFHFROOHFWLQJFOLQLFDOGDWDFDQEHOLQNHGLQWKHVDPHQHWZRUNWKDWDFRPSXWHUXVHVWRDFFHVV,QWHUQHW>@
$ FRUH LVVXH IRU DQ HIIHFWLYH DQG VHFXUH XVH RI WKHVH VHUYLFHV LV WR HQVXUH D KLJK OHYHO RI LQWHURSHUDELOLW\ DQG
JXDUDQWHHWKDWLQIRUPDWLRQLV WUDQVPLWWHGVDIHO\WKURXJKLQGLYLGXDOLQIRUPDWLRQV\VWHPVKHDOWKVHUYLFHLQVWLWXWLRQV
KHDOWKFDUHSURYLGHUVDQGFOLHQWV>@DQGRQWKHRWKHUKDQGWKDWWKHUHFLSLHQW¶VV\VWHPLVDEOHWRXVHWKHLQIRUPDWLRQ
UHFHLYHG LQRUGHU WR SURFHHG LQYDULRXV DFWLYLWLHV)RU H[DPSOH WKH WHUPLQRORJ\ XVHG LQ HOHFWURQLF KHDOWK UHFRUGV
PXVWEHEDVHGRQXQLYHUVDOO\DSSOLHGVWDQGDUGVDQGDQDJUHHGXSRQIUDPHZRUNRUVRPHRSHQSURWRFROVIRUVHFXUH
LQIRUPDWLRQH[FKDQJHDQGVHUYLFHVLQWHJUDWLRQ>@7KHODFNRILQWHURSHUDELOLW\PD\DOVRDIIHFWWKHVHFXULW\XSGDWHV
LQDQH+HDOWKVHUYLFHVQHWZRUN>@
$FFHVV&RQWURODQG$XWKHQWLFDWLRQ
$ PDMRU YXOQHUDELOLW\ LQ GDWD VHFXULW\ LQ H+HDOWK LQIUDVWUXFWXUHV LV VKDULQJ GDWD EHWZHHQ WKLUG SDUWLHV DQG
LQVLGHUV VXFK DV EUHDFKHVE\ HPSOR\HHV >@ LQGLFDWLQJ WKDW DFFHVV FRQWURO DQG DXWKHQWLFDWLRQ LV RQHNH\ VHFXULW\
IHDWXUHV>@8VHUV¶ LGHQWLW\DXWKHQWLFDWLRQLVQHFHVVDU\WRHQVXUHWKDW WKH\DUHDXWKRUL]HGWRDFFHVVWKHV\VWHPDQ
DFFHVVFRQWUROSROLF\GHILQHVWKHLQIRUPDWLRQOHYHOWKDWDXWKHQWLFDWHGXVHUVDUHDOORZHGWRYLHZRUVKDUH>@$FFHVV
FRQWURO LV DPDLQ VDIHJXDUG IRU HQVXULQJ GDWD SULYDF\ DQG LQWHJULW\ >@:LWKLQ D FHQWUDOL]HG V\VWHPZLWK OLPLWHG
H[WHUQDOFRQQHFWLRQVLQWHUQDOXVHUDFFHVVFRQWUROEHFRPHVDKLJKHUFKDOOHQJHWKDQH[WHUQDODFFHVVFRQWUROZKHUHDVD
GLVWULEXWHGHOHFWURQLFKHDOWKUHFRUGRUDP+HDOWKFKURQLFGLVHDVHPDQDJHPHQWV\VWHPQHHGVWRSUHYHQWXQDXWKRUL]HG
DFFHVVRQGDWDRYHUWKHQHWZRUN>@
7KHGHILQLWLRQDQGHQIRUFHPHQWRIDFFHVV UXOHV IRUKHDOWKGDWDDQGVHUYLFHV WKURXJKRXWFOLQLFDOZRUNIORZV LVD
SUHFRQGLWLRQ IRU DQ\ FRRSHUDWLYH FOLHQW WUHDWPHQW >@ 'HVSLWH VWURQJ DXWKHQWLFDWLRQ DQG DFFHVV FRQWURO V\VWHPV
VKRXOGEHXVHUIULHQGO\DYRLGLQJHUURUV LQWURGXFHGE\ WKHXVHU >@$QDWXUDO VROXWLRQ IRUSURYLGLQJ VWURQJDFFHVV
FRQWUROWRSHUVRQDOKHDOWKUHFRUGVLVWRGHSOR\DWWULEXWHEDVHGHQFU\SWLRQ$%(7KHUHLQGDWDLVHQFU\SWHGFIDNH\
WKDWGHSHQGVRQFHUWDLQDWWULEXWHVRUUROHV7KHQDQ\RQHZLWKDNH\WKDWLVDVVRFLDWHGZLWKDPDWFKLQJDWWULEXWHRUUROH
FDQGHFU\SWWKHGDWD$WWULEXWHEDVHGHQFU\SWLRQLVHPSOR\HGLQDQXPEHURIH+HDOWKV\VWHPDUFKLWHFWXUHV>@>@
>@>@>@+RZHYHUFXUUHQWVROXWLRQVDUHVWLOOQRWHIILFLHQWHQRXJKIRUUHDOZRUOGGHSOR\PHQWDQGPLVVSUDFWLFDO
UHDOL]DWLRQVRIFUXFLDOIHDWXUHVVXFKDVWKHSURWHFWLRQRIWKHDFFHVVDWWULEXWHVDQGDFFHVVSDWWHUQZKLFKERWKFDQEH
VHQVLWLYHLQIRUPDWLRQLWVHOIDQGSHUIRUPUHYRFDWLRQRIDFFHVVULJKWV
'DWD,QWHJULW\
$ FRPPRQ H+HDOWK F\EHU VHFXULW\ FKDOOHQJH LV HQVXULQJ TXDOLW\ DQG LQWHJULW\ RI WKH GDWD WKDW DUH VWRUHG DQG
H[FKDQJHG IRU FOLQLFDO DQG DGPLQLVWUDWLYH SXUSRVHV H[DPSOHV LQFOXGH FOLQLFDO ODERUDWRU\ WHVW UHVXOWV FOLHQW
GHPRJUDSKLFVPHGLFDWLRQUHODWHGLQIRUPDWLRQUDGLRORJ\UHSRUWVDQGLPDJHVSDWKRORJ\UHSRUWVKRVSLWDODGPLVVLRQ
GLVFKDUJH DQG WUDQVIHU GDWHV >@ (UURUV LQ SHUVRQDO RU FOLQLFDO GDWD PD\ DIIHFW D SHUVRQ¶V PHGLFDO WUHDWPHQW
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LQVXUDQFHRUHPSOR\DELOLW\'DWD LQWHJULW\HUURUVRIH+HDOWKDUHRIWHQ UHODWHG WR LQFRUUHFW HQWU\E\ VWDII LQFRUUHFW
FRQYHUVLRQIURPDSDSHUEDVHGILOLQJV\VWHPWRHOHFWURQLFKHDOWKUHFRUGVDQGLPSURSHURULQVXIILFLHQWXVHRIVWDQGDUG
EDVHGKHDOWKFDUHLQIRUPDWLRQH[FKDQJHSURWRFROV>@
1HWZRUN6HFXULW\
$IXQGDPHQWDOFKDOOHQJHLQVHFXULQJH+HDOWKLQIUDVWUXFWXUHVLVFRQVLGHUHGWREHQHWZRUNVHFXULW\DQGDFFRUGLQJ
WR(1,6$VWXG\>@WKLVLVKLJKO\UHODWHGWRPDQ\VHFXULW\LQFLGHQWV1HWZRUNVHFXULW\LVFULWLFDOZKHQWKHVHFXULW\
RIRWKHUFULWLFDODVVHWVUHOLHVRQWKHVHFXULW\RIWKHQHWZRUNEHLQJDWRSSULRULW\ZKHQWKHH+HDOWKV\VWHPLVQHWZRUN
EDVHGHJ(+53+5DQGFURVVERUGHUH+HDOWK>@
$FRPSXWHUQHWZRUNV LV D VKDUHG UHVRXUFHXVHGE\DSSOLFDWLRQVZLWKGLIIHUHQW LQWHUHVWV >@7KH ,QWHUQHW LV D
ZLGHO\VKDUHGUHVRXUFHZKHUHDQHWZRUNFRQYHUVDWLRQPD\EHFRPSURPLVHGE\DQDGYHUVDU\,QFRPSXWHUQHWZRUNV
DQ H[DPSOH RI D SDVVLYH WKUHDW VXFK DV DWWHPSWV WR E\ DQ DWWDFNHU WR REWDLQ LQIRUPDWLRQ UHODWLQJ WR SUHYDLOLQJ
FRPPXQLFDWLRQ LV WKDW DQ DGYHUVDU\ ZRXOG HDYHVGURS RQ QHWZRUN FRPPXQLFDWLRQ $FWLYH WKUHDWV LQYROYH
PRGLILFDWLRQVRIWKHWUDQVPLWWHGGDWDRUWKHFUHDWLRQRIWKHIDOVHWUDQVPLVVLRQ$QRWKHUDFWLYHWKUHDWLVWKDWWKHWUDIILF
LVXQNQRZLQJO\EHLQJGLUHFWHG WRD IDOVHQRGHVXFKDVD IDOVHKRVWD IDOVH URXWHURUD IDOVHZHEVLWH$OVRVHUYLFH
SURYLGHUVFDQEHDWWDFNHGHJZHEVLWHVPD\EHGHIDFHGE\UHPRWHO\PRGLI\LQJZLWKRXWDXWKRUL]DWLRQWKHILOHVWKDW
PDNHXSWKHZHEVLWH>@7KHUXOHVWKDWGHILQHZKRLVDOORZHGWRGRZKDWDUHDQLVVXHRIDFFHVVFRQWUROFIµ$FFHVV
FRQWURO DQG DXWKHQWLFDWLRQ¶ 7KH VHUYLFHVPD\ DOVR EH VXEMHFWV WR'HQLDO RI 6HUYLFH 'R6 DWWDFNV WKDW XQDEOH WR
DFFHVVWRWKHVHUYLFHEHFDXVHRIWKHRYHUZKHOPHGERJXVUHTXHVWVEHLQJDYDLODELOLW\FIµ6\VWHPVDYDLODELOLW\¶7KH
FXVWRPHUDQGWKHVHUYLFHDOVRIDFHWKUHDWVIURPHDFKRWKHUHDFKFRXOGGHQ\DWUDQVDFWLRQWRRFFXURULQYHQWDQRQ
H[LVWHQW WUDQVDFWLRQ 1RQUHSXGLDWLRQ PHDQV WKDW D ERJXV GHQLDO RI D WUDQVDFWLRQ FDQ EH GLVSURYHG DQG
QRQIRUJHDELOLW\PHDQVWKDWFODLPVRIERJXVWUDQVDFWLRQFDQEHGLVSURYHG
$FFRUGLQJ WR(1,6$VWXG\>@ WKHPDLQYXOQHUDELOLWLHVRIDQH+HDOWKQHWZRUNDUH WKH LQDGHTXDWH ILUHZDOOVE\
DQGSODFHWKHH[WHUQDODWWDFNHUVDVRQHRIWKHPDMRUWKUHDWVE\>@ZKLOHKHDOWKFDUHH[HFXWLYHVFODLP
WKDWWKHLURUJDQL]DWLRQVH[SHULHQFHGDWWDFNVE\DWOHDVWRQHPDOZDUHERWQHWRURWKHUF\EHUDWWDFNGXULQJWKHSDVWWZR
\HDUVDQGRQO\KDOIIHHOWKDWWKH\DUHDGHTXDWHO\SUHSDUHGWRSUHYHQWDWWDFNV
6HFXULW\([SHUWLVHDQG$ZDUHQHVV
:KLOH WHFKQLFDO XSJUDGHV DUH LPSRUWDQW PLQLPL]LQJ KXPDQ HUURU LV HYHQ PRUH FUXFLDO EHFDXVH PLVWDNHV E\
QHWZRUN DGPLQLVWUDWRUV DQG XVHUV²IDLOXUHV WR SDWFK YXOQHUDELOLWLHV LQ OHJDF\ V\VWHPV PLVFRQILJXUHG VHWWLQJV
YLRODWLRQV RI VWDQGDUG SURFHGXUHV²RSHQ WKH GRRU WR WKH RYHUZKHOPLQJ PDMRULW\ RI VXFFHVVIXO DWWDFNV >@ 7KH
VHFXULW\SUDFWLFHVE\KHDOWKSHUVRQQHODUHFRQVLGHUHGDVRXUFHRISRWHQWLDOSUREOHPVDQGDSSHDUWREHDVLJQLILFDQW
FKDOOHQJHDV LQVRPHFRXQWULHV OLNH$XVWULD WKHKXPDQIDFWRU LVFRQVLGHUHG WKHPRVW LPSRUWDQWFDXVHRIVHFXULW\
LQFLGHQWV >@ $OWKRXJK ULVN DVVHVVPHQW PHWKRGV DQG LQIRUPDWLRQ VHFXULW\ SODQV DQG SROLFLHV DUH FXUUHQWO\ DQ
HVVHQWLDO SDUW RI PDQ\ RUJDQL]DWLRQV WKH PDQDJHULDO DVSHFWV RI LQIRUPDWLRQ VHFXULW\ VWLOO UHPDLQ FKDOOHQJLQJ
HVSHFLDOO\ LQ HPHUJLQJ WHFKQRORJLFDO FRQWH[WV ,Q WKH KHDOWK VHFWRU DOO UHOHYDQW VWDNHKROGHUVPXVW XQGHUVWDQG WKH
VHFXULW\DUFKLWHFWXUHDQGDSSO\DOOWKHUHVSHFWLYHSURFHGXUHV0DQDJHPHQWH[HFXWLYHVPXVWXQGHUVWDQGLQIRUPDWLRQ
VHFXULW\ UHTXLUHPHQWV DQG LPSRUWDQFH 7KH VHFXULW\ DUFKLWHFWXUH DQG SURFHGXUHV PXVW EH ZHOO GHVLJQHG
RUJDQL]DWLRQDOVWUXFWXUHDQGHVSHFLDOO\WKHUROHRIDVHFXULW\RIILFHUPXVWEHDGHTXDWH$FFRUGLQJWR(1,6$VWXG\
>@RIKHDOWKFDUHSURYLGHUVGRQ¶WKDYHDOHDGHUVROHO\UHVSRQVLEOHIRULQIRUPDWLRQWHFKQRORJ\VHFXULW\>@)RU
H[DPSOH LQ(VWRQLD D VHFXULW\ RIILFHU SODFHPHQW LV DQRUJDQL]DWLRQDO VWUXFWXUHPDQGDWRU\E\ ODZRQO\ IRU SXEOLF
VHFWRUDQGWKHUHIRUHPDQ\FRQFHUQVDUHUDLVHGIRUWKHSULYDWHVHFWRUVHFXULW\SUDFWLFHVVLQFHWKHODFNRIWKLVDVVHW
PD\OHDGWRPLVXVHRIVHFXULW\VWDQGDUGVDQGDJDSEHWZHHQVHFXULW\SROLF\DQGZRUNSUDFWLFHV>@4XLWHRIWHQWKH
LQFHQWLYHV IRU LQIRUPDWLRQ VHFXULW\ LQYHVWPHQWV UHPDLQ D EODFN ER[ GHVSLWH WKH IDFW WKDW WKH ODFN RI EXGJHW IRU
LQIRUPDWLRQ VHFXULW\ VROXWLRQV LV UHSHDWHGO\ UHSRUWHG DV D WRS FKDOOHQJH $ PDMRU FRQFHUQ UHJDUGLQJ WKH ODFN RI
VHFXULW\ H[SHUWLVH LV WKDW  RI RUJDQL]DWLRQV GR QRW KDYH D VHFXULW\ RSHUDWLRQV FHQWHU WR LGHQWLI\ DQG HYDOXDWH
WKUHDWV>@
'DWD/RVV
7KH GLJLWL]DWLRQ RI WKH KHDOWKFDUH LQGXVWU\ LV KDSSHQLQJ IDVW D VLJQLILFDQW DPRXQW RI YLWDO SHUVRQDO DQG
FRQILGHQWLDO GDWD DUH VWRUHG LQ GLJLWDO IRUPDW DQG KHDOWKFDUH GDWDEDVHV VHUYH WR UHSODFH WKH SDSHU GRFXPHQWV
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PHDQLQJ WKDW WKHSURWHFWLRQRI WKHGDWD IURPORVV LVPRVW LPSRUWDQW6RPHWLPHVDFULWLFDOVLWXDWLRQHJ VRIWZDUH
DQG KDUGZDUH IDXOWV QHWZRUN IDXOWV VHFXULW\ DWWDFNV DQG QDWXUDO GLVDVWHUV KDSSHQV VR GDWD UHFRYHU\ DQG WKH
WLPHIUDPHWKDWLWFDQEHDFKLHYHGLVFORVHO\UHODWHGWRGDWDORVV&RPPRQFDXVHVRIGDWDORVVDUHXQDXWKRUL]HGDFFHVV
WRFOLQLFDOFOLHQWGDWDE\,7YHQGRUVDQGE\KHDOWKFDUHRUJDQL]DWLRQVSHUVRQQHODQGWKHEDFNXSSROLF\>@+RZHYHU
DFFRUGLQJ WR &\EHU)DFWRUV KWWSF\EHUIDFWRUVFRP KHDOWKFDUH UHFRUGV DUH ILYH WLPHV DV OLNHO\ WR EH ORVW GXH WR
GHYLFHWKHIWORVVEHFDXVHDWKLUGRIKHDOWKFDUHHPSOR\HHVZRUNRXWVLGHRIWKHRIILFHRUFOLQLFDWOHDVWRQFHDZHHN$
(XURSHDQ+RVSLWDO6XUYH\RQEHQFKPDUNLQJWKHGHSOR\PHQWRIH+HDOWKVHUYLFHVVKRZHGWKDWRIWKHKRVSLWDOV
KDYHDQDUFKLYLQJVWUDWHJ\IRUORQJWHUPVWRUDJHDQGGLVDVWHUUHFRYHU\ZKLOHGRQ¶WDQGRQO\DUHDEOHWR
SURFHHGWRDQLPPHGLDWHUHFRYHU\DQGLQOHVVWKDQKRXUV>@
6WDQGDUGL]DWLRQ&RPSOLDQFHDQG7UXVW
$FFRUGLQJWR(1,6$VWXG\>@RQHRI WKHPDLQFRQFHUQV LQDWWDLQLQJVHFXULW\LQH+HDOWKLQIUDVWUXFWXUHVLV WKH
SURSHUXVHDQGSHUVLVWHQFHWRFUHDWHPDLQWDLQDQGHQIRUFHDQLQWHURSHUDELOLW\IUDPHZRUNVRWKDWLQWHJUDWHGV\VWHPV
FRQWULEXWHVWRFRVWUHGXFWLRQLQH+HDOWK7KHFXUUHQWGLVWUXVWRIWKHVHFXULW\RIH+HDOWKVROXWLRQVLVWKHPDLQEDUULHU
WRZDUGVWKHLUH[SDQVLRQDQGF\EHUVHFXULW\LVDSUHUHTXLVLWHIRUDWUXVWEXLOGLQJ&\EHUVHFXULW\VWDQGDUGVVKRXOGEH
XQGHUVWRRGDVDNH\HQDEOHU IRU WKHGHYHORSPHQWDQGPDLQWHQDQFHRIFRFUHDWHG WUXVW LQ WKHGLJLWDOH+HDOWKZRUOG
>@
&URVVERUGHU,QFLGHQWV
)UHHPRYHPHQWRISHRSOHLVRQHRIWKHFRUQHUVWRQHVRIWKH(XURSHDQ8QLRQ(8$FFRUGLQJWRWKH'LUHFWLYHRQ
&URVV%RUGHU+HDOWKFDUHZKLFKKDVEHHQDFWXDOLQWKHZKROH(8VLQFHIRU(XURSHDQFLWL]HQVQRPDWWHUZKHUH
WKH\OLYHKDYHWKHULJKWWRFKRRVHZKHUHWRUHFHLYHPHGLFDOWUHDWPHQWDFURVVWKH(8DQGWREHFRPSHQVDWHGIRULW
+RZHYHULQRUGHUWRVHFXUHDERYHPHQWLRQHGULJKWVDQGXQOHDVKWKHSRWHQWLDORIFURVVERUGHUKHDOWKFDUHH[FKDQJH
QHZVROXWLRQVDUHQHHGHGWRVHFXUHWKHVWRUDJHDQGFURVVERUGHUH[FKDQJHRIKHDOWKGDWD7KHFKDOOHQJHVWKDWVKDOOEH
WDFNOHG LQ RUGHU WR IDFLOLWDWH WUDQVIHUDELOLW\ RI GDWD LQ FURVVERUGHU KHDOWKFDUH DUH PDLQO\ UHODWHG WR EXLOGLQJ D
FRPPRQLQWHURSHUDELOLW\DQGDFFHVVFRQWURODQGDXWKHQWLFDWLRQIUDPHZRUN>@
,QFLGHQWV0DQDJHPHQW
,QFLGHQWVPDQDJHPHQWLVDPDMRUFKDOOHQJHLQH+HDOWKVHFXULW\EHFDXVHLQFLGHQWVWKDWFDQEHQHLWKHUDQWLFLSDWHG
QRUDYRLGHGH[LVW$FFRUGLQJWR(1,6$VWXG\>@VHFXULW\LQFLGHQWVURRWFDXVHVLQFOXGHKXPDQHUURUVV\VWHP
IDLOXUHV LQFOXGLQJ WKLUGSDUW\ IDLOXUHHJKDUGZDUHIDLOXUH PDOLFLRXVDFWLRQVVXFKDV''R6DWWDFN0,70
DWWDFNVHWFQDWXUDOSKHQRPHQDDQGPLVFHOODQHRXV7KHVWXG\H[SUHVVHVWKHQHHGIRUH+HDOWK
RUJDQL]DWLRQVWRKDYHDQLQFLGHQWUHVSRQVHFDSDFLW\LQRUGHUWRWLPHO\LGHQWLI\LQFLGHQWVDQGUHVWRUHDQGUHFRQVWLWXWH
V\VWHPVDQGVHUYLFHVLQDWUXVWHGPDQQHUDQGDSDQ(XURSHDQOHYHOLQFLGHQWUHSRUWLQJFODVVLILFDWLRQDQGDOHUWLQJ
PHFKDQLVP>@
72:$5'67+(3$5$',*02)(+($/7+&<%(56(&85,7<
'HVLJQ$VSHFWVRIH+HDOWK&ULWLFDO,QIRUPDWLRQ,QIUDVWUXFWXUH
7KHUHVHDUFKGDWDRI WKLV VWXG\GHVFULEHG LQDSSHQGL[ LV LQ OLQHZLWK(&'LUHFWLYHRQ&ULWLFDO ,QIUDVWUXFWXUHV
(& UHYHDOHGRXWFRPH LV WKDWKHDOWKFDUH VHUYLFHVDUH LQDFULWLFDO VRFLHWDO VHFWRUDQG WKHUHIRUHH+HDOWK
V\VWHPVKDYHWREHFRQVLGHUHGDVFULWLFDOLQIRUPDWLRQLQIUDVWUXFWXUHV&,,WKDWVKRXOGEHSURWHFWHGIURPDOOW\SHVRI
WKUHDWV LQFOXGLQJ F\EHU VHFXULW\ DWWDFNV7KLV RXWFRPH LV DOVR LQ OLQHZLWK WKH1HWZRUN DQG ,QIRUPDWLRQ6HFXULW\
1,6'LUHFWLYHLQZKLFKKHDOWKFDUHLVFRQVLGHUHGRQHRIWKHFULWLFDOVHFWRUVYLWDOIRUWKHVRFLHW\DQGPRVWH+HDOWK
VHFXULW\ FKDOOHQJHV DUH HTXDO WR DOO FULWLFDO LQIRUPDWLRQ LQIUDVWUXFWXUH SURWHFWLRQ &,,3 LVVXHV >@ ZKRVH PDLQ
FRPSOLFDWLRQLVWKHODFNRIUHVLOLHQFHW\SLFDOO\ORVLQJHVVHQWLDOIXQFWLRQDOLW\IROORZLQJDGYHUVHHYHQWV>@)LJXUH
FRPSULVHVWKHYDULHW\RINH\GHVLJQDVSHFWVLQVRFLRWHFKQLFDO&\EHU3K\VLFDO6\VWHPV
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),*85(9D

0RGHUQ VRFLHWLHV¶ FULWLFDO LQIUDVW
VRFLRWHFKQLFDO V\VWHPV ZHUH SK\VLFDO
VRFLRWHFKQLFDO V\VWHPV DUH VRIWZDUHLQ
VRIWZDUHOD\HU F\EHUSDUWLVJURZLQJ
DUHDOVRF\EHUSK\VLFDOV\VWHPVKXPDQ
F\EHU SDUW RI WKH &36 )LJXUH  GHP
,QVWDQFHVRI&36DUHEHLQJGHYHORSHG
SURGXFWV HTXLSPHQW DQG REMHFWV LQWH
DSSOLFDWLRQVHJZLWKWKHKHOSRIVHQVR
'HVL
7KH VWXG\ UHYHDOHG WKDW RXU VRFLHW\
KHDOWKFDUH LQFOXGH ODFNV RI UHVLOLHQFH
QRWHZRUWK\ WKDW/LQNRY HW DO >@ GHV
IURPMXVWDEX]]ZRUGWRDQRSHUDWLRQDO
,Q WKH H+HDOWK FRQWH[W LGHQWLI\L
UHYROXWLRQDU\DGYDQFHVLQKDUGZDUHQH
ZD\VRIWKLQNLQJDERXWKRZ&36DUHFR
VHQVHRIUHVLOLHQFHLVFRPSLOHGLQ)LJXU

),*
ULHW\RINH\DVSHFWVLQVRFLRWHFKQLFDO&\EHU3K\VLFDO6\VWHPV
UXFWXUHV DUH VRFLRWHFKQLFDO F\EHUSK\VLFDO V\VWHPV
V\VWHPV LQFOXGLQJ WKH KXPDQ OD\HU DQG WKH SODWIRUP
WHQVLYH V\VWHPV 6,6 DV VKRZQ LQ )LJXUH  6,6¶ IXWX
>@DVLOOXVWUDWHGLQWKHYLHZIURPOHIWWRULJKWKDQGVLGH
DQGSODWIRUPOD\HUVIRUPWKHSK\VLFDOSDUWDQGWKHVRIWZ
RQVWUDWHG WKDW F\EHU DVSHFWV FDQ EH VHHQ DV UHODWLRQV
WKDWDUHSDUWRIDJOREDOO\QHWZRUNHGIXWXUHZRUOGLQZ
UDFW ZLWK HPEHGGHG KDUGZDUH DQG VRIWZDUH EH\RQG W
UV,QWHUQHWRI7KLQJV'DWDDQG6HUYLFHV
JQ$VSHFWVDVD6HQVHRI5HVLOLHQFH
¶V FULWLFDO &36 VXFK DV FRPPXQLFDWLRQ HQHUJ\ ZDWHU
W\SLFDOO\ ORVLQJ HVVHQWLDO IXQFWLRQDOLW\ IROORZLQJ DGYHU
FULEHV WKH WHUP ³UHVLOLHQFH´ DV D SURSHUW\RI D V\VWHP
SDUDGLJPIRUV\VWHPPDQDJHPHQW
QJ WKH QHHG IRU V\VWHP UHVLOLHQFH UHTXLUHV GHILQLQJ
WZRUNLQJLQIRUPDWLRQDQGKXPDQLQWHUIDFHWHFKQRORJLH
QFHSWXDOL]HGEXLOWLPSURYHGDQGHYDOXDWHG7KHQWKHR
H
85(&RPSLOHGDVSHFWVRID6HQVHRI5HVLOLHQFH

&36 >@  3DVW
 OD\HU DQG FXUUHQW
UH WUHQG LV WKDW WKH
LQ)LJXUH$OO6,6
DUHOD\HUIRUPVWKH
ZLWK VRFLDO DVSHFWV
KLFKH+HDOWKUHODWHG
KH OLPLWV RI VLQJOH
 WUDQVSRUWDWLRQ DQG
VH HYHQWV >@ ,W LV
GHVHUYLQJ WUDQVLWLRQ
 WKH V\VWHP KHUH
VZKLFKUHTXLUHQHZ
XWFRPHRIVWXG\DVD

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$VHQVHRI UHVLOLHQFH LQ)LJXUH LQ
DYDLODEOHDQGDVVHWVIXQFWLRQLQJGXULQJ
DVVHW IXQFWLRQ DQG VHUYLFH DYDLODELOLW\
5HVWRUHDOODVVHWIXQFWLRQDQGVHUYLFHD
WKHHYHQWDOWHUSURWRFROFRQILJXUDWLRQR
7KHQDVHQVHRIUHVLOLHQFHDGGUHVVH
UHODWHG WKUHDWV WR UHVLVWDEVRUEDFFRP
PDQQHULQFOXGLQJWKURXJKWKHDGDSWLRQ
DQGFRPPLWPHQWVWRWKHGHFLVLRQVDQGD
'HVLJQ$VSHFW
7KHODVWLQIHUHQFHRIWKLVVWXG\LVIR
H+HDOWK ZKLFK DUH EDVHG RQ UHFHQW VH
V\VWHPVLQUHIHUHQFHV>@>@>@>
7KH 1HWZRUN&HQWULF :DUIDUH 1
DZDUHQHVV DQG LQIRUP GHFHQWUDOL]HG G
LQFOXGLQJ  3K\VLFDO 3K\VLFDO UHVRXU
,QIRUPDWLRQ DQG LQIRUPDWLRQ GHYHORSP
SK\VLFDO GRPDLQV WRPDNHGHFLVLRQV D
FRJQLWLYHGHFLVLRQV

),*8

7KHFRQWLQXXPRIDGHVLJQWKHRU\I
DQGEHVWSUDFWLFHVXWLOL]LQJDFRPPRQI
 /LQNRY HW DO >@ FRPELQHG WKH HY
F\EHU V\VWHPV 7KHLU DSSURDFK LQWHJUD
LQWHJUDWHGUHVLOLHQFHPHWULFVKRZHYHU
DFURVVGRPDLQVDUHOLNHO\WRDIIHFWWKHQ
$FFRUGLQJWRWKLVVWXG\WKHWHUP³U
FKDQJLQJFRQGLWLRQVEDVHGRQUXQWLPH
DZDUHQHVVFDQEHDVRIWZDUHLQWHQVLYH
LQIRUPDWLRQ HYHQWV DQGRQH¶V RZQDF
PRVW LPSRUWDQWHQDEOHUVRI VLWXDWLRQDO
JRYHUQPHQW 6HFXULW\ WHFKQRORJLHV LQ
DUFKLWHFWXUHV SURWRFROV DQG LPSOHPHQ
GHSOR\PHQW
6HFXULW\PDQDJHPHQW DQG JRYHUQD
VHFXULW\ ,WV IRFXV DUHDV LQFOXGH 6HF
LQYHVWPHQW LQFHQWLYHV DQG WUDGHRIIV

FOXGHV WKH IROORZLQJDVSHFWV3ODQ/D\ WKH IRXQGDW
DGLVUXSWLYHHYHQWPDOIXQFWLRQRUDWWDFN$EVRUE0
 ZKLOH UHSHOOLQJ RU LVRODWLQJ WKH GLVUXSWLRQ  5HFRY
YDLODELOLW\WRWKHLUSUHHYHQWIXQFWLRQDOLW\$GDSW8V
IWKHV\VWHPVLWXDWLRQDOWUDLQLQJRURWKHUDVSHFWVWREHFR
VWRWKHDELOLW\RIDV\VWHPFRPPXQLW\RUVRFLHW\H[SRV
PRGDWH WRDQGUHFRYHU IURPWKHHIIHFWVRID WKUHDW LQD
SUHVHUYDWLRQDQGUHVWRUDWLRQRILWVHVVHQWLDOEDVLFVWUXF
GDSWLRQVWRVWLOONHHSJRLQJ
VIRU6RFLRWHFKQLFDO&\EHUSK\VLFDO6\VWHPV
FXVHGRQWKHF\EHUUHVLOLHQFHJRYHUQDQFHIUDPHZRUNDQ
WWLQJV RI VRFLRWHFKQLFDO F\EHUSK\VLFDO VRIWZDUHLQWHQ
@
&: GRFWULQH >@ LGHQWLILHV IRXU GRPDLQV WKDW FUHDW
HFLVLRQPDNLQJ FI )LJXUH  H[WHQVLRQ DQG )LJXUH 
FHV DQG WKH FDSDELOLWLHV DQG WKH GHVLJQ RI WKRVH UHVRXU
HQW DERXW WKH SK\VLFDO GRPDLQ  &RJQLWLYH 8VH RI
QG6RFLDO QH[XV2UJDQL]DWLRQ VWUXFWXUH DQG FRPPX
5('HVLJQDVSHFWVIRUUHVLOLHQWH+HDOWKV\VWHPV
RUUHVLOLHQW&36FDQEHDXVHIXOPHWKRGIRUFRPPXQLWLHV
UDPHRIUHIHUHQFHGHVLJQDQGUHVLOLHQFHDVSHFWVFI>@
HQWPDQDJHPHQW F\FOHV DQG1&:GRPDLQV WR FUHDWH UH
WHV PXOWLSOH GRPDLQV RI UHVLOLHQFH DQG V\VWHP UHVSRQV
VWXG\RIV\VWHPVDVPXOWLGRPDLQQHWZRUNV LV UHODWLYHO
HWZRUN¶VUHVLOLHQF\DQGVKRXOGEHDVVHVVHGXVLQJQHWZRUN
HVLOLHQFH´LQF\EHUGRPDLQZRXOGDGGUHVVWRWKDWDV\VWH
VLWXDWLRQDODZDUHQHVVDQGDSULRUL ULVNDQDO\VLVZKHQ
V\VWHPLWVHOILQYROYHVEHLQJDZDUHRIZKDWLVKDSSHQLQ
WLRQV DIIHFW WKHJRDOV DQGREMHFWLYHV ERWKQRZDQG LQ
DZDUHQHVVDUHREVHUYDWLRQV DQDO\VLVYLVXDOL]DWLRQ DQG
FOXGH DOO WHFKQLFDO PHDQV WRZDUGV F\EHU VHFXULW\ VXF
WDWLRQ DV ZHOO DV WRROV DQG SODWIRUPV IRU VHFXUH V\VWH
QFH FRYHUV WKH KXPDQ RUJDQL]DWLRQDO DQG FRJQLWLYH DVS
XULW\ SROLF\ GHYHORSPHQW DQG LPSOHPHQWDWLRQ DQG L
 ,QIRUPDWLRQ VHFXULW\PDQDJHPHQW V\VWHP ,606 IRFX
LRQ WRNHHSVHUYLFHV
DLQWDLQPRVWFULWLFDO
HU5HWULHYH5HVWRUH
LQJNQRZOHGJHIURP
PHPRUHUHVLOLHQW
HGWRVHFXULW\VDIHW\
WLPHO\DQGHIILFLHQW
WXUHVDQGIXQFWLRQV
GGHVLJQDVSHFWVIRU
VLYH DQG V\VWHPV RI
H VKDUHG VLWXDWLRQDO
DERYH DQG )LJXUH 
FHV  ,QIRUPDWLRQ
WKH LQIRUPDWLRQ DQG
QLFDWLRQ IRUPDNLQJ

WRVKDUHNQRZOHGJH
DQG>@DQG)LJXUH
VLOLHQFHPHWULFV IRU
H WR WKUHDWV WKURXJK
\XQFRPPRQ/LQNV
VFLHQFHWRROV>@
PLVDEOHWRDGDSWWR
SRVVLEOH6LWXDWLRQDO
JWRXQGHUVWDQGKRZ
WKHQHDU IXWXUH7KH
 F\EHUSROLF\RI WKH
K DV VHFXUH V\VWHP
P GHYHORSPHQW DQG
HFWV RI LQIRUPDWLRQ
QIRUPDWLRQ VHFXULW\
VHV RQ FRQWLQXRXVO\
020029-7
PDQDJLQJ DQG RSHUDWLQJ V\VWHP E\ GRFXPHQWHG DQG V\VWHPDWLF HVWDEOLVKPHQW RI WKH SURFHGXUHV DQG SURFHVV WR
DFKLHYHFRQILGHQWLDOLW\LQWHJULW\DQGDYDLODELOLW\RIWKHRUJDQL]DWLRQ¶VLQIRUPDWLRQDVVHWVWKDWGRSUHVHUYH&RJQLWLYH
DVSHFWV UXQ DURXQG WKH IUDPHZRUN DOO WHFKQLFDO DQG KXPDQ FRPSRQHQWV VKRXOG OHDUQ IURP SULRU HYHQWV DQG
LQFLGHQWVVHH>@>@>@>@
'LJLWDOVHUYLFHGULYHQSURJUHVVEULQJVRSSRUWXQLWLHVDFURVVPDQ\VHFWRUVEXWDOVRYXOQHUDELOLWLHVWRF\EHUSK\VLFDO
V\VWHPVDQGUHODWHGGLJLWDOVHUYLFHV,QWKHWDUJHWVFDOHRI(XURSHDQ*OREDOKHDOWKFDUH WKHUHLVDQHHGIRUH+HDOWK
LQIRUPDWLRQQH[XVEHLQJRQHH[DPSOHRIDVDIHW\FULWLFDOGHFLVLRQEDVHGQHWZRUNHGV\VWHPRQFURVVERUGHUVHFXUH
DQG VDIH LQIRUPDWLRQ H[FKDQJH DQG FRPPRQ H+HDOWK LQIRUPDWLRQ VKDULQJ GHPRFUDF\ DQG GLJLWDO FLWL]HQ¶V
HPSRZHUPHQW ,Q RUGHU WR DFKLHYH WKH WUXVW RI XVHUV PHDVXUHV RI VDIHW\ DQG VHFXULW\ VKRXOG EH WDNHQ LQWR
FRQVLGHUDWLRQLQOLQHZLWKWKHDVSHFWVRISULYDF\E\GHVLJQDQGFLWL]HQV¶GLJLWDOHPSRZHUPHQW
',6&866,21
,QWKHSHUVSHFWLYHRIUHVLOLHQFHULVNDQDO\VLVDQGULVNPDQDJHPHQWEDVHGRQSUREDELOLVWLFTXDQWLWDWLYHPHWKRGV
KDYHEHHQZLGHO\DGRSWHGDQGKDYHEHHQXVHIXOIRUGHDOLQJZLWKIRUHVHHDEOHDQGFDOFXODEOHVWUHVVVLWXDWLRQVRIDQ\
FULWLFDO LQIUDVWUXFWXUH %HQFKPDUNV DQG WKUHVKROGV IRU ULVN DQDO\VLV DUH EXLOW LQWR WKH UHJXODWLRQV DQG SROLFLHV RI
RUJDQL]DWLRQVDQGQDWLRQVKRZHYHUWKLVDSSURDFKLVQRORQJHUVXIILFLHQWHQRXJKWRDGGUHVVWKHHYROYLQJQDWXUHRI
ULVNVLQWKHH+HDOWKZRUOG>@
7KHUHIRUH UHVLOLHQFH VKRXOG EH LQWHJUDWHG LQWR WKH GHVLJQ RI H+HDOWK V\VWHPV DQG QHZ FRFUHDWLYH SROLF\
UHJXODWRU\ VWUXFWXUHV RI V\VWHPV PDQDJHPHQW WR DGGUHVV WKH HPHUJLQJ LVVXHV DVVRFLDWHG ZLWK FRPSOH[LW\ DQG
XQFHUWDLQW\VKRXOGEHIXUWKHUHGDQGVWXGLHG7KLVXUJHQWQHHGH[LVWVWRFRPSOHPHQWWKHH[LVWLQJNQRZOHGJHEDVHRI
ULVNDQDO\VLVDQGPDQDJHPHQWE\ IXUWKHUGHYHORSLQJ IUDPHZRUNVDQGPRGHOVHQDEOLQJ V\VWHPZLGHDQGQHWZRUN
ZLGHUHVLOLHQFHDQDO\VLVHQJLQHHULQJDQGPDQDJHPHQW
&KDQQHOV RI FRPPXQLFDWLRQ IRU WUDQVSDUHQW GLDORJXH RQ UHVLOLHQFH JRYHUQDQFH ZLWK VWDNHKROGHUV VKRXOG EH
HVWDEOLVKHGIRU WKH WLPHO\DQGEURDGDFFHSWDQFHRIUHVLOLHQFHFRQFHSWV%\DSSO\LQJSULYDF\E\GHVLJQ IUDPHZRUN
DQGGHYHORSLQJSULYDF\IULHQGO\DQGVWURQJDFFHVVFRQWUROPHWKRGVWKHQLWPDNHVLWPRUHSRVVLEOHWRVWRUHSHUVRQDO
KHDOWKUHFRUGVLQWKHPRVWVHFXUHDQGSULYDF\IULHQGO\ZD\
&21&/86,216
,QWKLVVWXG\WKHKLJKOHYHORILQWHUFRQQHFWLYLW\ZDVIRXQGLQWKHFDVHVRIH+HDOWKUHODWHGF\EHUSK\VLFDOV\VWHPV
ZKLFKKDVRSHQHGPDQ\SDWKVDQGSDWKGHSHQGHQFLHVIRUF\EHUDWWDFNVLQFOXGLQJLQWHUQDODQGH[WHUQDO WKUHDWVDQG
YXOQHUDELOLWLHV ZLWKLQ VXSSO\ FKDLQ DQG FURVV QDWLRQDO ERUGHU WUDQVDFWLRQ QHWZRUNV'HVSLWH FRQWLQXDO SURJUHVV LQ
PDQDJLQJULVNVLWLVFOHDUWKDWFXUUHQWSUHYHQWLRQRIDOOSRVVLEOHDWWDFNVDQGPDOIXQFWLRQVLVQRWHQRXJKIRUFXUUHQW
RUIXWXUHF\EHUDQGLQIUDVWUXFWXUHV\VWHPV
$V ILQDO UHPDUNV RI WKLV VWXG\ H+HDOWK LQIRUPDWLRQ H[FKDQJH FDQ EH SURILFLHQW ZLWK WKH FDSDFLW\ WR PDNH D
VLJQLILFDQW DQGSRVLWLYHGLIIHUHQFH LQ KHDOWKFDUHGHOLYHU\ 7KLV GHSHQGVXSRQ DQ DSSURSULDWH OHJDO UHJLPHPXWXDO
SROLF\FUHDWLRQYDOLGLQIRUPDWLRQDQGSULYDF\PHDVXUHVDQGWKHGHSOR\PHQWRIVWUDWHJLHVWRGHDOZLWKKXPDQIDFWRUV
DQGHPSRZHUPHQWWRILQGWKHFRUUHFWEDODQFHLQUHODWLRQVKLSVEHWZHHQWKHUHOHYDQWLQVWLWXWLRQVDQGLQGLYLGXDOV
$33(1',;
7KHGDWDFROOHFWLRQRIWKLVVWXG\ZDVFXPXODWLYHIURPUHDOZRUOGSURMHFWVWKDWWKHDXWKRUVSDUWLFLSDWHGLQGXULQJ
WKHFRXUVHRI\HDUV DQGGDWDFROOHFWLRQZDV V\VWHPDWLFDOO\XVHG IRUDQDO\VLV7KHGDWDFROOHFWLRQ LQFOXGHG WKH
IROORZLQJWKHPHVGDWDRIUHDOLPSOHPHQWDWLRQVQ PDQDJHPHQWGDWDQ ILOHVZKLFKLQFOXGHVVSHFLILFDWLRQV
VWUDWHJLHVDQGOHJLVODWLRQGDWDRIGHYHORSPHQWGD\VQ ILOHVZKLFKLQFOXGHVGDWDGLVSOD\VQRWHVGHYHORSPHQW
SURSRVDOVDQGUHSRUWVLQFOXGLQJWHVWUHSRUWVDQGIHHGEDFNGDWDIURPXVHUV¶Q GHVFULSWLRQILOHVDQGGHWDLOHG
OLWHUDWXUHLQUHYLHZQ UHIHUHQFHV
5()(5(1&(6
 1DWLRQDO7UDLQLQJ6WDQGDUGIRU,QIRUPDWLRQ6\VWHPV6HFXULW\,1)26(&3URIHVVLRQDOV167,66,
 76DKDPD/6LPSVRQDQG%/DQH6HFXULW\DQG3ULYDF\LQH+HDOWK,VLWSRVVLEOH",(((WK,QWHUQDWLRQDO&RQIHUHQFH
RQH+HDOWK1HWZRUNLQJ$SSOLFDWLRQV	6HUYLFHV+HDOWKFRPSS
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 '/LYHUL$6DUULDQG&6NRXORXGL6HFXULW\DQG5HVLOLHQFHLQH+HDOWK6HFXULW\&KDOOHQJHVDQG5LVNV(XURSHDQ8QLRQ
$JHQF\)RU1HWZRUN$QG,QIRUPDWLRQ6HFXULW\+HUDNOLRQ*UHHFH
 / 5¡VWDG DQG  1\WU¡ $FFHVV &RQWURO DQG ,QWHJUDWLRQ RI +HDOWK &DUH 6\VWHPV $Q ([SHULHQFH 5HSRUW DQG )XWXUH
&KDOOHQJHVLQ7KH6HFRQG,QWHUQDWLRQDO&RQIHUHQFHRQ$YDLODELOLW\5HOLDELOLW\DQG6HFXULW\
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
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